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1. AVIRA ANTIVIR WINDOWS 

1.1. AVIRA ANTIVIR AV 9 

� New version 9 

The Q1-2009 version will be release as “Version 9”.  

Version 9 because we are going to introduce a lot of new features, we rebuild all 
the modules; we moved to a new and more flexible updater, changed paths, 
registry entries etc. to be more flexible with product names and so on. 

Please note: 

The new version number 9 should be reflected in all version numbers; however, 
there might still be some modules with other version numbers.  

� Migration Scenario 

Version 9 cannot be installed over an existing version 8. Reason for this is that 
we use a new updater, new paths, registry entries etc. 

Because of these changes customers have to migrate to the version 9: this 
means they have to deinstall the old and reinstall the new version. This will for 
the most part be done automatically. The general procedure is as follows: 

□ AV9 Setup detects AV8 being installed 

□ AV9 Setup informs user about this and asks if it’s allowed to uninstall AV8. 
If user selects NO, Setup aborts. 

□ AV9 Setup copies AV8 configuration file and license to temp folder. 

□ AV9 Setup installs a temporary service which allows it to restart itself 
automatically after a system reboot. 

□ AV9 Setup calls AV8 Setup for uninstalling AV8 in silent mode. 

□ Reboot. 

□ Temporary Service is loaded during system restart. 

□ Temporary Service waits 1 min after first user logon and starts AV9 Setup 
again. 

□ AV9 Setup displays Setup data and performs installation. 
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□ AV9 Setup modifies existing AV8 configuration file in temp folder and 
installs it for AV9. 

□ AV9 Setup copies AV8 license key file in temp folder and installs it for AV9. 

□ AV9 Setup removes temporary service if installation was successful 

□ Done 

Please note: 

The most important part here is that the license and the configuration are 
migrated too, so that there is no need for the customer to re-install the license 
and re-configure the product. 

There are, of course, a number of differences between Personal, Premium and 
Professional products on how the user is informed about the version 9 and the 
migration. 

□ Personal 

Displays a slide-up which will inform the user about the new version and will 
link him to www.free-av.com for a manually triggered download and 
installation. 

4 weeks after the first notification we’ll remove the slide up and replace it 
with a new one which will allow the user to directly install the product from 
within their existing installation. We’ll use the new WebLoader for this. 

□ Premium and Premium Security Suite 

(There is going to be an Emergency Update for AV 8 to provide the 
WebLoader beforehand.) 

Display a slide-up on all computers which will inform the user about the new 
version. A button will allow the user to directly start WebLoader for 
downloading AV9 Setup 

WebLoader will automatically start AV9 Setup.  

Upgrade Installation is performed (see general procedure above). 

□ Avira Professional 

Provide the WebLoader as an EU to AV8 

Display a slide-up on all computers with licenses < 20 users and no SMC 
agent installed which will inform the user about the new version A button 
will allow the user to directly start WebLoader for downloading AV9 Setup 

WebLoader will automatically start AV9 Setup.  

Perform upgrade Installation (see above). 
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Please note: 

All AV 8 users will be informed about migration details in time for the release. 
There will also be a migration portal on the Avira website that will offer more 
details on how to migrate to AV 9. 

Please also note: 

Avira will support the old AV 8 for another 12 months after the version 9 
release until the 31.03.2010. Customers can therefore freely choose when to 
upgrade during this migration period. 

□ Avira AntiVir Server (Windows) 

Details can be found in chapter “Avira AntiVir Server (Windows)”. 

Smooth migration from version 8 to version 9 that includes migration of 
license and configuration. 

� System requirements 

For version 9 the system requirements have been altered to provide support for 
Minifilter only in Avira AntiVir Server (Windows).  

The new system requirements are as follows: 

□ Computer from Pentium 266 MHz 

□ Operating Systems Desktop: 

▪ Windows 2000 SP4  Service Rollup 1 - or - 

▪ Windows XP SP2 (32 or 64 bit)    - or - 

▪ Windows Vista (32 or 64 bit, SP 1 recommended)  

□ Operating Systems Server: 

▪ Windows 2000 Server SP4 Update Rollup 1    - or - 

▪ Windows Server 2003 SP1 (32 or 64 bit)   - or - 

▪ Windows Server 2008 (32 or 64 bit , SP1 recommended) 

□ Minimum 100 mega bytes of free disk space 

□ More disk space needed for quarantine and temporary storage 

□ Minimum 192 megabytes RAM for Windows 2000 and Windows XP 

□ Minimum 512 mega bytes RAM for Windows Vista, Windows Server 2003 
and Windows Server 2008 

□ Administrative rights are required for installation 

□ Internet Explorer 6 or higher  
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� WebLoader 

With Q1-2009 we will no longer have AV 9 product packages. Exception: 
Product packages for download platforms such as Chip, PC Welt and so on will 
still be available.  

WebLoader is a little application that downloads all files (product, engine, vdf) 
needed for the installation from our web servers to the customer’s computer. 
This means that the customer will always install the most recent product. The 
WebLoader is product-specific: the customer won’t see a product “WebLoader” 
but will still download a Premium, a Premium Security Suite or a Professional. 
But what he gets is the WebLoader that allows him to download and install the 
Premium etc. When he starts the installation he can choose between the 
different language versions and then start the installation. 

Please note: 

The WebLoader is used for the migration to version 9 and will be made available 
for Premium, Premium Security Suite and Professional AV 8 customers through 
a separate emergency update.  

� New menu entries 

The AV 9 products now offer a number of new menu entries in the “HELP” 
menu: 

□ FAQ: Offers a direct link into the FAQ section of the Avira support page. 

□ Knowledgebase: Offers a direct link into the Avira support knowledgebase 

□ Download manual: Offers a direct download of the product manual 

� Quarantine manager: lesser number of columns 

The quarantine manager tab is now much clearer. The number of columns has 
been reduced to the following: 

□ Type: Type of detected item, e.g. URL, file, etc. 

□ Detection: Description of detected malware 

□ Source: Source of malware detection 

□ Date/Time: Date/time of detection 

� Quarantine manager: send files using HTTP 

The quarantine manager feature “send to Avira” (allowing a customer to send a 
suspicious file to Avira VLAB) now uses an HTTP upload instead of the hitherto 
used email.  
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Please note: 

VLAB results are not directly returned to the quarantine manager. Results are 
sent in an email. (For Premium, Premium Security Suite and Professional 
users). 

Customers of Personal, Premium, Premium Security Suite and other white 
labeled products in this category are allowed to upload single files only. 

Personal customers are allowed to upload heuristic and generic detections only. 
They only get a “Thanks for your submission” email. 

Professional customers may upload multiple files at once. 

� System tray tool: now shows module status 

The system tray tool (the red umbrella) displays a tooltip on mouse-over. The 
tooltip now shows the status of all modules (Guard, MailGuard, WebGuard, 
Firewall, Date of last update) if available le. 

� Last system can: can now be configured 

The Last System Scan shown in the Control Center can now be configured 
(there have been a lot of customer requests to get rid of the “red” status which 
was almost the default status since most customers only very rarely did system 
scans). 

The configuration is done in the “Security” tab of the configuration center. The 
default setting are: 

□ Red: last scan > 30 days (configurable, max. 365 days) 

□ Yellow: last scan >7 days (configurable, max. 365 days) 

□ Green: last scan <= 7 days (calculated from all below “yellow”. 

� Splash screen removed from Control Center 

During Control Center start-up no splash screen will be shown any longer. This 
speeds up the start-up. 

Please note: 

If the control center is started from the system tray tool (“Start AntiVir” from 
the red umbrella context menu) the splash screen is still displayed.  

� Bold default action in System Tray context menu 

 “Start AntiVir” as default action in the context menu of the system tray tool is 
now displayed in bold as this is “common style” in a lot of other applications. 
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� Heuristic now as “AHeAD” heuristic 

The old name “Win32 heuristic” used in the heuristics configuration of 
scanner, guard, mailguard and webguard has now been changed to the name 
“AHeAD” which is the defined name for the heuristic. 

� AV 9 support for Netbooks (Eee PCs) 

ÂV 9 now supports computers of the new Netbook class, even if they have a 
native screen resolution smaller than 800x600.  

Whenever the screen resolution is smaller than 800x600 we’ll remove the 
images bar on top of the application and moving some GUI elements closer to 
the top.  This is true not only for the Control Center but for the Configuration 
Center as well. 

� New “Apply” button in the Configuration Center 

The Configuration Center now offers a new button “Apply” which allows the 
user to apply all new settings (actually the same as “OK”) without closing the 
Window. This feature can be password protected.  

� New “Default Values” Button in the Configuration Center 

The Configuration Center now offers a new button “Default Values”. When this 
button is pressed, all existing settings will be restored to the pre-defined default 
values. Of course the changes take effect only when the user clicks “OK” or 
“Apply” afterwards. The feature can be password protected. 

� New installation folder and registry keys 

One of the major changes for this release was to unify installation directory and 
registry keys for the all products.  

All products of the AntiVir Windows desktop product family are now installed 
in the same directory: 

Avira\AntiVir Desktop 

Also all products in the AntiVir desktop product family use the same registry 
key: 

“HKLM\Software\Avira\AntiVir Desktop 

� Service Monitoring through Windows Service Control Manager 

The Windows Service Control Manager (SCM) allows configuring how a service 
should be treated in case it crashes or remains unresponsive.  

With the Q1-release AV 9 makes use of that Windows feature. 

Setup now configures the SCM to monitor our services as follows: 
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□ If a services crashes try to restart the service 2 times. 

□ Assume it crashed if it’s not properly running within one minute after 
startup. 

□ If the service crashes a 3rd time the SCM will do nothing but inform the user. 

� Configuration Wizard 

AV 9 now features a post-setup configuration wizard. This wizard replaces the 
AV 8 configuration templates that were displayed in user defined setup only 
and is available in all AV 9 products and in the AntiVir Server (Windows). 

Right now it allows configuring the following options: 

□ Heuristics 

□ Extended Threat Categories 

□ Startup mode (secure or normal startup) 

□ Email settings  

□ Quick system scan 

The configuration wizard starts automatically in interactive mode after a 
successful installation.  

� Sorry to see you leave template 

When a user deinstalls the software he will get an additional dialogue before 
the deinstallation actually starts. This dialog contains a link to a website where 
he can enter his reasons for deinstalling the software. 

� License migration 

A copy of the existing license is now stored during the setup. This means that 
during a cross-update e.g. from an English to an Italian Premium version the 
user need not install his license file again. 

Please note: 

This only works if the license is also valid for the new product, i.e. between 
products of the same type such as Premium and Premium, not Premium and 
Premium Security Suite. 

� Process Protection for GUI processes 

The following GUI processes are now protected from unwanted termination: 

□ System Tray Tool (AVGNT.EXE) 

□ On-Demand Scanner (AVSCAN.EXE) 

□ Updater (UPDATE.EXE) 
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These processes can no longer be terminated using Task-Manager or any other 
process killer. 

� File and folder protection 

AntiVir now protects its own files and folders from being manipulated by other 
applications.  

This means these resources cannot be modified, renamed or deleted by any 
other application except our own applications as long as the protection is active 

� Registry protection 

AntiVir now protects its own registry keys and values from being manipulated 
by other applications.  

This means these resources cannot be modified, renamed or deleted by any 
other application except our own applications as long as the protection is 
active. 

� Scanner: Scanning of locked files 

In previous versions AVScan was unable to scan files which are exclusively 
locked by another application. This type of files cannot be read by a normal 
application. AVScan logged these files in the past as being “locked” and 
reported a warning that they could not be scanned.  

This was used by some malware to lock its own executable so that it could not 
be detected by AntiVir.  

With the Q1-2009 release AVScan will scan such locked files using Avira´s 
snapshot technology.  

� Scanner: Comments to logfile if special system files cannot be scanned 

AVScan now detects special system files (Concerns hibernation files, page files, 
registry hives and registry transaction logs) which are normally locked.  

In the previous versions these files were reported as locked and unreadable 
(consequently the system issued a WARNING).  

With the new release the scanner now reports them to the logfile and says “It’s 
ok that these files cannot be scanned”. These system files will not be scanned 
using the snapshot driver. 

� Scanner: Combined malware detection reporting = Quickremoval 

In previous versions malware detections in interactive mode were reported on 
the fly: a pop-up window was displayed that asked the user for an appropriate 
action.   
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Now there are two new options in the on-demand scanner configuration panel 
that allow reporting findings in one go after the scan has been finished: 

□ Combined: combined malware detection reporting with one-click virus 
removal (default setting) 

□ Combined expert: combined malware detection reporting with individual 
action selection 

□ Individual: the “old” interactive mode with pop-up window after every 
detection. 

In “combined” and “combined expert” mode all detections are listed with the 
name of the found object and a description of the detection (virus description). 

In “combined” mode there is a one-click removal button to remove all 
detections in one go. The system automatically chooses the adequate action for 
each type of detected malware. The system disinfection functions will be 
automatically executed as well. 

In “combined expert” mode the user can select between various actions for 
every single detection. 

� Scanner: writes to Windows event log 

The scanner now makes use of the Windows Event log and writes events to that 
log if enabled. By default it is disabled. 

� Scanner: System file check 

Scanner now optionally checks a list of system files (files from the system32 
directory) for integrity using the new MS signature code.  

Any file from that list that does not have a valid Microsoft signature will be 
reported as possibly malicious. 

Please note: 

This internal list is limited since checking these files uses up a lot of system 
resources. The list can be updated via the avscan.dat which is part of the 
engine/VDF update group. 

By default this system file integrity check is also part of the “scan system files” 
profile. 

� Scanner: improved system disinfection 

Detected files can now be deleted without a specific SpecVir script. 

If needed, AVScan used the ARK library for deleting the files.  

After the scan is complete and all malware files have been removed the user is 
informed that the disinfection will run after a system reboot. 



Release Notes for Release Q1-2009  

 

Release Notes Q1-2009 Page 11 of 27 

 

After the reboot the scanner automatically starts again (triggered by the 
AntiVir Scheduler) and starts with disinfection. 

� Scanner: optimized scan 

There is a new option that allows you to activate an „optimized scan“. This 
option is only available if the product is installed on a multi-processor machine. 
The optimized scan utilizes the much bigger processing power on multi-
processor machines to distribute the processor load generated by the scan 
process in such a way as to achieve a much higher scan-performance. 

Much faster scan performance on multi-processor machines. 

� Guard: file-in-memory scanning 

MailGuard and WebGuard are now able to scan HTML documents and emails in 
memory. So these objects no longer must be temporarily stored on disk to be 
scanned.  

� Scheduler: scheduling on multiple days of the week. 

The previous scheduler only allowed scheduling jobs on single, specific day of 
the week.  

Scheduler now allows scheduling jobs on multiple days of the week. 

� Scheduler: manual starting and stopping of jobs 

Jobs can now be started and stopped manually. Both options are available via 
the context menu or the toolbar. 

Please note: 

A job can only be manually started once.  

� Windows Management Instrumentation (WMI) support  

Windows Management Instrumentation (WMI) provides a powerful and very 
flexible management interface to Administrators and users. 

WMI is basically an operating system interface in the Windows operating 
system through which instrumented components e.g. applications or 
application modules provide information and notification.  

WMI allows network administrators to query and set information on 
workstations, servers, applications and networks and thus control and manage 
these components both locally and remote. 

WMI allows scripting languages like VBScript or Windows PowerShell. WMI is 
preinstalled in Windows 2000 and newer OS. 
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AntiVir AV 9 now supports the WMI with a broad range of functions. It 
provides numerous information to WMI such as  product info, status info, 
license info, information from Guard, MailGuard, WebGuard, Firewall, Scanner, 
Updater, Backup, Event log, Scheduler, Configuration, Event notification. 

This WMI information can then be used by the administrator for example to  

□ extract statistical information  

□ Control modules and applications (e.g. activate or deactivate mailguard etc.) 

□ Integrate AntiVir into own management solutions. 

□ build their own alerting system 

□ Furthermore using WMI 3rd party applications can access AntiVir data 
through that API. 

1.2. AVIRA ANTIVIR AV 9 WITH INTEGRATED MAILGUARD 
(PREMIUM, PREMIUM SECURITY SUITE, 
PROFESSIONAL) 

� MailGuard: IMAP support for MailGuard 

MailGuard now supports IMAP protocol which together with POP 3 is the most 
prevalent internet standard protocol for email retrieval. 

IMAP handles only the emails being transferred from the IMAP server to the 
client. It does not touch the mails on the server itself. 

IMAP support can be activated in the Configuration Center of MailGuard.  

Please note: 

If TLS or SSL are used scanning of emails is not possible  

IMAP support is disabled by default. 

� MailGuard: Port Support for MailGuard 

MailGuard configuration has been slightly changed so that we are now able to 
configure the protected ports as well.  

In old versions, only the default ports have been protected. The ports must be 
added comma separated. 

� MailGuard: AntiSpam URL categorization 

MailGuard was enhanced with a new additional feature which allows AntiSpam 
to check URL’s against our WebCat database or WebProtector.  
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Improves AntiSpam capabilities to detect and categorize emails. 

1.3. AVIRA ANTIVIR 9 WITH INTEGRATED WEBGUARD 
(PREMIUM, PREMIUM SECURITY SUITE, 
PROFESSIONAL) 

� WebGuard: Webcat enhancements, more categories 

WebCat is a small lookup component which checks if an URL called by the user 
belongs to a special category such as malware or phishing. 

The WebCat is maintained by Avira and needs to be update regularly. Up until 
now it did not allow incremental updates, parameter strings of a URL were 
always cut, wildcards were only possible for directories. 

These shortcomings have now been fixed and a number of enhancements were 
included:  

□ Incremental update 

Incremental updates for the WebCat database, quicker updates for URLs 
that have been identified as phishing or malware sites. Raises the security 
level against such threats. Other categories can now be added easily and at 
any time. 

□ Support for up to 256 different categories (compared to 3 categories before).  

A new mapping file allows adding new categories very quickly. The new 
category is then shown in the WebGuard configuration panel. 

� WebGuard: active drive-by-download protection  

WebGuard is now able to block so called “Inline Frames” or “IFrames”. Inline 
frames are HTML elements which makes it possible to embed an HTML 
document inside another HTML document. 

While regular frames are typically used to logically subdivide the content of one 
website, IFrames are more commonly used to insert content (for instance an 
advertisement) from another website into the current page. 

IFrames have been implicated in many malicious code attacks, due to a series of 
common vulnerabilities. An IFrame can be planted on an unsuspecting 
legitimate website, leading the casual viewer into an infection threat. 

Whenever the engine detects suspicious IFrames inside an HTML document 
the associated URLs are reported to WebGuard. If WebGuard detects a request 
for one of these URL’s the request will be optionally be blocked with a 403 error 
(forbidden). 
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The feature is disabled by default and must be actively enabled by the user. 

1.4. AVIRA ANTIVIR PROFESSIONAL 

� SMC integration: support for configuration profiles 

The new configuration profiles of AV Professional are also supported by the 
SMC 

� SMC integration: GUI plug-ins provide complete configuration options for AV 9 
Professional 

AV 9 Professional can now be completely configured within the SMC.  

In previous versions the graphical user interface of the SMC created its own 
configuration dialogs based on XML template. This had a number of 
shortcomings, e.g. no list boxes, tables etc. were possible. As a result not all 
configuration options from the product were available in the SMC. 

With version 9 the Professional supports GUI plug-ins meaning that now the 
exact configuration dialogues that are used in the AV 9 are now available in the 
SMC.  

Please note: 

The SMC inherits all options on a per-settings base. This is not possible with 
the AV 9 plug-ins. So with the new release AntiVir settings are inherited on a 
per-node basis.  

The configuration dialog is not resizable. 

The configuration plug-ins need the engine being initialized for getting some 
default information out of the VDF such as the default file extension list, the 
default supported archives list, etc. This would use up a lot of memory. 
Therefore when the plug-ins are loaded by SMC this information is not loaded 
from the engine/VDF but hard coded in the appropriate Dll.  

This means that we might have differences for a specific time if this data is 
updated in the VDF. As this data is quite static and needed only very rarely this 
solution is acceptable.  

� SMC integration: send event when license expires 

The AV 9 now sends an event to the SMC when a license is about to expire. 

� SMC integration: handling of AV 8 and AV 9 

Since the old AV 8 and the new AV 9 both have different product-ids it is 
possible to manage both products in parallel in the SMC.  
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Please note: 

The AV 9, however, only works with the new SMC 2.4 and the SMC-Agent 2.4. 
Therefore, if there is an upgrade of SMC and AV 8 intended a certain upgrade 
sequence is recommended: 

□ (Auto-) update of SMC Agent 

□ Manual (or auto-) update of SMC server and frontend 

□ Add AV9 to SMC software repository 

□ Uninstall AV8 from client computers (by using SMC) 

□ Install AV9 on client computers (by using SMC) 

� New Configuration Profiles 

AV 9 Professional now offers so called “configuration profiles”. A configuration 
profile is a complete set of configuration settings which can be simply switched 
by a mouse click. A maximum of three different configuration profiles is 
possible = the default profile and two additional profiles) 

□ How to create a configuration profile 

Users can add and name new profiles in the Configuration Panel using a 
simple mouse click. 

When a new profile is added, the contents of the existing default profile are 
being copied to the new profile. 

The admin then configures the new profile in whichever way he wants and 
saves it. 

□ How to switch between configuration profile 

The switch between configuration profiles can either be done manually or 
automatically. 

▪ Manual switching 

The manual switching between configuration profiles is done via the 
system tray context menu. There is a new entry called “Switch 
configuration” that allows choosing different profiles. 

▪ Automatic switching 

Switching the profiles can be done automatically as well. For automatic 
switching the administrator needs to define a rule in the configuration 
panel that defines when the profile should be activated.  

In this version there is only one rule possible and that rule is the IP-
address of the default gateway. 
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The rules are monitored by the scheduler service that will automatically 
switch to the appropriate profile when the defined rule matches. 

Configuration profiles are particularly helpful for administrators that 
need to configure a lot of notebooks. They could do it by defining the 
following profiles: 

A profile for use inside the company (docked).  
Example: Update server is an Intranet Server, WebGuard disabled as 
WebGate is running in the Company. 

A profile for use inside the user’s home. 
Example: Update server is antivir.de, WebGuard is enabled, MailGuard 
enabled. 

A profile for use in the rest of the world.  
Example: Update server is antivir.de, WebGuard enabled, WebProtector 
disabled. 

1.5. AVIRA PREMIUM SECURITY SUITE 

� WebGuard: Parental Control 

Avira Premium Security Suite, Version 9 comes with a brand-new feature: 
parental control. 

Parental Control allows blocking certain internet site because their content is 
deemed unsuitable for children or adolescents. 

Parental control makes use of the Cobion – IBM online database. 

How it works 

Parental control is deactivated by default and has to be explicitly activated by 
the user. 

Parental control is based on a role-based concept. Three default roles are 
shipped with the product: 

□ Adult 

□ Teen 

□ Child 

Each of these roles is preconfigured with recommended setting but can of 
course be configured individually. New roles can be added and configured as 
well.  
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Configuring a role means 

To whitelist or blacklist URLs (allow or deny). Wildcards can be used to qualify 
addresses. Whitelisted or blacklisted URLs have priority over categories. 

or to block or allow certain program listed categories 

Each role can be assigned to a user (system user). A user that is not assigned to 
a certain role is by default assigned to the role with the least rights which is by 
default the role “child”. Roles can be deleted only if no user is assigned to them. 

� Firewall: privileged application mode, enhanced control over application rules 

If you explicitly allowed an application to go into the internet in the AV 8 it 
could happen that the internet access was denied nevertheless. In this case an 
adapter rule did not allow the network traffic necessary for this application. 

Privileged applications 

In the AV 9 you can now assign a so called „privileged mode“ to any application. 

□ How it works 

This is simplest done in the pop-up that appears when an application for 
which there are no rules so far and whose vendor is not on the trusted 
vendors lists, tries to access the internet. In this pop-up window there is now 
an option „allow privileged“. When this option is activated then this 
application is no longer monitored by the firewall and has an uncontrolled 
access to the internet. If the option „store“ is also activated then this 
privileged access is stored as a rule for this application. 

Of course you can also directly use the TAB application rule to assign the 
privileged mode to an application. 

Combined application and adapter rules 

In the previous version AV 8 you could configure whether an application was 
allowed to connect, to listen, to send or receive packages. 

In version 9 you now have a much more detailled and at the same time easier 
control over what an application is allowed to do, e.g. you can configure which 
protocols are allowed, which ports or remote IP-addresses. 

□ How it works 

Again this is simplest done in the pop-up. One click on the button 
“advanced” brings the user directly to the dialogue for application rules (the 
option “advanced settings” in the firewall settings must be set, otherwise 
this button will not show). The “Add” button then allows adding dedicated 
rules for the application. 
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2 different types of rules can be configured: traffic rules and listen rules. 

□ Listen rules allow the following options: 

▪ Allow or deny listening on a certain port or certain ports or port ranges.  

▪ Log or don’t log if a packet matches the rule. 

□ Traffic rules allow the following options: 

▪ Allow or deny incoming, outgoing or all IP, TCP, UDP packets. 

▪ IP packets can be further defined with regard to IP-address and mask 

▪ TCP and UDP packets can be further defined with regard to local address 
and mask, remote address and mask, local and remote ports 

▪ Log or don’t log if a packet matches the rule 

Rules can be moved up and down (either by drag n drop or by using the 
corresponding buttons) whereby the user can choose which rule is to be applied 
first. The last added rule is automatically at the top of the list and will get the 
highest priority. 

Of course you can also directly use the TAB application rule and the link 
„configure“ to add rules for an application. 

� Firewall user from active directory environments 

In active directory environments there could be a great number of users for 
which it would be possible to create firewall rules.  

To reduce the number of users that are actually shown in the firewall, the 
firewall will only display those users that ever logged in to the machine since 
the firewall was first installed. 

� Slide-Up window for firewall notifications 

The user is now able to configure if he wants to be informed through a slide-up 
about certain actions of the firewall. 

The option in question is to be found in the firewall/settings panel in the new 
“notifications” area. The user can choose between the following events for 
slide-up notification: 

□ Port scan 

□ Flooding 

□ Applications blocked 

□ IP blocked 
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Please note: 

There is a 2 minute time interval between the display of 2 consecutive identical 
messages. 

� Drag'n Drop to move adapter/application rules 

Adapter and application rules can now be moved up and down simply by drag n 
drop. Thus enabling the user to change the rule priority very easily. 

� WMI Support through Firewall 

AV 9 products now support WMI (=Windows Management Instrumentation) 
which allows network administrators to query and set information on 
workstations, servers, applications and networks and thus control and manage 
these components both locally and remote. 

The firewall now supports WMI as well. The following statistics are exported to 
WMI: 

□ Download volume – bytes that have been downloaded since firewall started 

□ Upload volume – bytes that have been uploaded since firewall started 

□ Download speed – the current download speed in kB/s 

□ Upload speed – the current upload speed in kB/s 

□ Security level – the current firewall security level 

� List of trusted vendors 

Signed applications of certain vendors can be allowed by the firewall 
automatically.  

The firewall configuration panel now shows the list of those trusted vendors.  
Vendors can be removed from the list or new vendors can be added.  

Vendors are added to that lists through a new option “Always trust this vendor” 
in the pop-up window that is displayed once an application for which there is no 
rule tries to connect to the network.  

� Automatic game mode 

The previous version allowed manually activating the game mode in the task 
bar. 

Version 9 now has an option “automatically suppress pop-up notifications 
during game-mode” in the pop-up settings of the firewall configuration. Per 
default this option is disabled. 
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1.6. AVIRA ANTIVIR SERVER (WINDOWS) 

� New Version 9 

Since Avira AntiVir Server and Avira AntiVir Professional are based on the same 
source code the Q1-2009 server version will also be release as “Version 9”.  

The upgrade to the version 9 requires a migration. (s. migration info bellows). 

Please note: 

The new version number 9 should be reflected in all version numbers; however, 
there might still be some modules with other version numbers. 

� Migration Scenario 

□ General migration info 

Previous version 8 will be supported until the 31st of March, 2010. 

Old server versions cannot be updated by means of a product update. 
Therefore the migration scenario is as follows: 

▪ Download the version 9 from the Avira website 

▪ Install version 9 over an existing older version 

▪ Install version 9 on a clean system 

Please note: 

An upgrade installation is only supported from the Q2-2007 version, i.e. 
version 7. Older versions must first be uninstalled before setup will continue. 

The new version 9 can only be installed on systems that support minifilter. 

IFS filter is no longer supported. However, changing to IFS filter after 
installation is possible using the Filter changer.  

□ Migrating to server, version 9 

▪ The customer is informed by the product as soon as the new version 9 is 
available. This happens either through a notification email and/or 
information in the status TAB of the GUI. 

▪ The version 9 product package has to be downloaded from the Avira 
website. 

▪ Setup first checks if the operating system meets the system requirements. 
If the prerequisites are not met, setup is finished. 

▪ If setup finds an incompatible Avira AntiVir Server version, i.e. a version 
prior version 7, setup is finished and the user is asked to deinstall the old 
version. 
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▪ If an upgrade to version 9 is possible, setup checks if the server 
installation is managed by the SMC. If yes, then setup is finished. The 
upgrade has to be done using the SMC. 

▪ If the migration is done by installing the version 9 over an existing 
version 7 or higher installation the configuration of the previous version 
can be automatically migrated to the new version.  

� System requirements 

For version 9 the system requirements have been altered to provide support for 
Minifilter only.  

The new system requirements are as follows: 

□ Computer from Pentium 266 MHz 

□ Operating System 

▪ Windows 2000 Server SP4  Service Rollup 1- or - 

▪ Windows Server 2003 SP1 (32 or 64 bit)   - or - 

▪ Windows Server 2008 (32 or 64 bit , SP1 recommended) 

□ Minimum 100 mega bytes of free disk space 

□ More disk space needed for quarantine and temporary storage 

□ Minimum 192 megabytes RAM for Windows 2000 Server 

□ Minimum 512 mega bytes RAM for Windows Server 2003 and Windows 
Server 2008 

□ Administrative rights are required for installation 

� New system tray tool 

The server now also comes with a system tray tool. The following entries are 
available from the context menu: 

▪ Start AntiVir 

▪ Help 

▪ Avira in the internet 

The system tray tool is optional and can be switched on/off in the configuration 
panel. 

Please note: 

Since the Guard cannot be deactivated in the server what is actually monitored 
is the status of the service and the Guard’s “drives-local drives“option. 
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� Enhanced status display 

The server’s status display now utilizes links just like the Professional to start 
certain actions like updating the product 

� Post setup configuration wizard 

Just like AV 9 the server now features a post-setup configuration wizard. This 
wizard replaces the AV 8 configuration templates that were displayed in user 
defined setup only and is available in all AV 9 products. 

Right now it allows configuring the following options: 

□ Heuristics 

□ Extended Threat Categories 

□ Startup mode (secure or normal startup) 

□ Email settings  

□ Quick system scan 

The configuration wizard starts automatically in interactive mode after a 
successful installation. 

� Scheduler: scheduling jobs on multiple days of the week. 

The previous scheduler only allowed scheduling jobs on single, specific day of 
the week.  

Scheduler now allows scheduling jobs on multiple days of the week. 

� Alert email now with user name 

The name of the user (if available) on whose machine a virus was found is now 
displayed in the alert email that is sent to the administrator.  

Therefore the option “Benutzer anzeigen, der auf die Datei zugreift“ has been 
removed from the Guard/Report configuration.  

Allows locating a security leak very precisely. 
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2. AVIRA SECURITY MANAGEMENT CENTER 

� New configuration dialog for SMC Agents 

The layout and GUI elements of the Antivir Professional are now directly 
available in the SMC. With this in mind a new improved layout has been 
designed and implemented. 

� SMC performance tests – SMC now for 20.000 clients 

A major goal for SMC is to manage large enterprise networks. With the current 
technical design of SMC it is required to support up to 20.000 clients.  

Full scale testing has therefore been performed to check performance with up 
to 20.000 clients in push mode, event display and reporting with up to 20.000 
events, performance and possible enhancements with up to 20.000 clients in 
pull-mode. 

It now has been made sure that the SMC can be used in environments with up 
to 20.000 clients without performance issues. 

However, it is recommended not to manage more than 1000 clients in one 
group. 

� Synchronization for AD and LDAP services 

SMC now allows synchronizing the computers in the SMC security 
environment (SE) with an external computer directory. The external directory 
can be an Active Directory service, an LDAP service or the already implemented 
computer import list.  

Synchronizing is done via an assistant that opens a browser that provides a list 
of computers and computer groups that were newly added to the AD and are 
not available in the SMC. Also available is a list of computers and computer 
groups that are in the security environment but not in the AD. The actual 
synchronization must then be started manually. 

The same scenario is available for LDAP scenarios. 

� Sort computers into groups by IP-address 

SMC now allows sorting new computers automatically into certain groups on 
the basis of their ip-address.  
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To do this a group property defines an ip-address range or an ip-address 
pattern. When an SMC-agent registers with SMC for the first time, the SMC 
automatically adds the computer to the group that matches its IP-address. 

� SMC Agent as single binary application – SMC agent 2.4 for Linux glibc2.2 and 
Solaris and Windows 

Since version SMC-Agent version 1.8 no release has been shipped for Linux 
glibc22 and Sun Solaris Sparc, because after the split of the Agent into Agent-
Core and Agent-Plugin the Plugins for Linux and Solaris have never been 
implemented. Now this design has been abandoned and the Agent will be built 
as a single binary again. 

Therefore the new SMC agent 2.4 will be available for Linux glibc 2.2 and 
Solaris as well as for Windows. 

� SMC agent configuration now in INI-file 

Until this version the SMC-Agent configuration was stored in an XML file. This 
caused problems regarding portability and maintainability and was also user 
unfriendly.  

With the new version the configuration will be stored in a simple and 
structured INI file. 
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3. AVIRA INTERNET UPDATE MANAGER 

� Remote directory browser dialog 

In the TAB “Settings/General” the user can now use a button to search for and 
enter the root directory to be used for updated files. 

Users don’t have to enter the path manually and from memory but can now 
easily browse for the directory.  

� Test button for email notification 

In order to enable the user to test the entered email settings, a test button has 
been added to the email settings dialog. 

� Drop down menu to choose network adapter 

The address of the HTTP server can now be chosen from a drop-down list in the 
TAB “Settings/Webserver. The list box shows all available Interfaces on the 
corresponding server.  Additionally an entry with the address 0.0.0.0 has been 
added so that at least one interface is available. 
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4. AVIRA ANTIVIR UNIX 

4.1. AVIRA ANTIVIR PROFESSIONAL/SERVER (UNIX) 

� Savapi 3 support 

The new version 3.0 of Avira AntiVir Professional and Server Unix is now based 
on the new SAVAPI 3.  

The main advantage of the Savapi 3 is the native integration of the new Avira 
AntiVir Engine (AVE 2). The engine itself offers a number of benefits to 
customers: 

□ 15 % to 20 % faster scan performance 

□ Because of its modular structure it allows for a very fast update of single 
engine components to fight new threats 

□ It scans files bigger than 4 GB 

The Savapi 3 supports the single file update of single engine components as 
well as of VDF and Savapi 3 components providing a higher level of security 
because the complete system can be quickly updated in case of new threats. 

Please note: 

Installations of Professional and Server, version 2.x can be directly upgraded to 
the version 3.0.  

There is a migration period till the 31.03.2010 in which the version 2.x is still 
supported with Engine and VDF updates. Customers can therefore freely 
choose when to upgrade to the new version 3.0. 

Please also note: 

Professional and Server Unix, version 3.0 are not supported by the GUI. 
Installation, configuration and administration are therefore only possible using 
scripts or the command line. 

The Samba Plug-In has been removed from the packages. 

� SMC-Agent 2.4 – SMC Plug-In 

With the Q1-2009 release there is a new SMC 2.4 for the Unix products. To 
ensure that Professional and Server are able to communicate with the new 
SMC, version 2.4 there will be a new SMC plug-in as well. 
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� Support for Dazuko 3.0 

Avira AntiVir Professional and Server now support the new Dazuko 3.0.  

Dazuko 3.0 comes with Dazuko FS (=File system) which is a stackable file 
system that does not need any changes in the Linux kernel. (We are trying to 
get it into the Linux kernel then it wouldn’t even have to compile into the 
kernel anymore.)  

It also does not use system-call hooks anymore which make it usable on the 
latest Redhat and Novell Suse Linux distributions which do not allow and 
support system-call hooks anymore. 

� AV Guard to perform “on-demand” scans 

AVGuard is able to perform “on-demand scans” regardless whether on-access 
scanning is enabled or disabled. Interoperability problems with the on-demand 
scanner (avscan) such as clean files being scanned twice or files being blocked 
by AVGuard so that they could not be scanned by avscan are now solved.    

 


